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Cyclic CodesCyclic Codes

 Cyclic codes form an important subclass of linear codes.

 These codes are attractive for two reasons:
- first, encoding ad syndrome computation can be implemented easily by employing shift registers with 

feedback connections (or linear sequential circuits),

- and second, because they have considerable inherent algebraic structure, it is possible to find various 
practical methods for decoding them.

 Cyclic codes are based on polynomial operations. 

 A natural algebraic setting for the operations on polynomials is the algebraic structure of a 
ring.
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Description of Cyclic Codes IDescription of Cyclic Codes I

 Given a vector c = (c0, c1, . . . , cn-2, cn-1) € GF(q)n, the vector 

c' = (cn-1, c0, c1, . . . , cn-2)

 is said to be a cyclic shift of c to the right. A shift by r places to the right produces the 
vector (cn-r, cn- r+1, ... , cn-1, c0, ... , cn-r-1).

 Definition: 

 An (n, k) block code C is said to be cyclic if it is linear and if for every codeword c = (c0,c1, 
... , cn-1) in C, its right cyclic shift c' = (cn-1, c0, ... , cn-2) is also in C.

 The operations of shifting and cyclic shifting can be conveniently represented using 
polynomials. The vector

c = (c0, c1, ... , cn-1)

 is represented by the polynomial

c(x) = c0 + c1x + ... + cn-1x
n-1,

 using the obvious one-to-one correspondence. We write this correspondence as

(c0, c1, ... , cn-1) ↔ c0 + c1x + ... + cn-1x
n-1.
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Description of Cyclic Codes IIDescription of Cyclic Codes II

 We shall call the c(x) the code polynomial of c. Hereafter, we use the terms “code vector”
and “code polynomial” interchangeably.

 A (noncyclic) shift is represented by polynomial multiplication:

x·c(x) = c0x + c1x
2 + ... + cn-1x

n

 so

(0, c0, c1, ... , cn-1) ↔ c0x + c1x
2 + ... + cn-1x

n .

 To represent the cyclic shift, we move the coefficient of xn to the constant coefficient position 
by taking this product modulo xn-1. 

 Dividing x·c(x) by xn-1 using the usual polynomial division with remainder, we obtain

 so that the reminder upon dividing by xn – 1 is

x·c(x) = cn-1 + c0x + ... + cn-2x
n-1
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Description of Cyclic Codes IIIDescription of Cyclic Codes III

 Next, let us state a number of important algebraic properties of a cyclic code which make 
possible the simple implementation of encoding and syndrome computation.

 Theorem:

 In an (n, k) cyclic code, there exists one and only one code polynomial of degree n-k, 

g(x) = 1 + g1x + g2x
2 + … + gn-k-1x

n-k-1 + xn-k

 Every code polynomial is a multiple of g(x) and every binary polynomial of degree n-1 or less 
that is a multiple of g(x) is a code polynomial.

 It follows from above theorem that every code polynomial c(x) in an (n, k) cyclic code can be 
expressed in the following form:

c(x) = m(x)·g(x) = (m0 + m1x + m2x
2 + … + mk-1x

k-1)·g(x)

 If the coefficients of m(x), m0, m1, …, mk-1, are the k information digits to be encoded, c(x) is 
the corresponding code polynomial. 

 Hence, the encoding can be achieved by multiplying the message m(x) by g(x)!
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Description of Cyclic Codes IVDescription of Cyclic Codes IV

 Therefore, an (n, k) cyclic code is completely specified by its nonzero code polynomial of 
minimal degree, g(x), given by the first expression on the previous slide.

 The polynomial g(x) is called the generator polynomial of the code. The degree of g(x) is 
equal to the number of parity-check digits of the code.

 The next important property of a cyclic code is given in the following theorem.

 Theorem:

 The generator polynomial g(x) of an (n, k) cyclic code is a factor of xn + 1.

 At this point, a natural question is whether, for any n and k, there exists an (n, k) cyclic code. 
This is answered by the following theorem.

 Theorem:

 If g(x) is a polynomial of degree n-k and is a factor of xn + 1, then g(x) generates an (n, k)
cyclic code.
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Description of Cyclic Codes VDescription of Cyclic Codes V

 Previous theorem actually says that any factor of xn + 1 with degree n-k generates an (n, k)
cyclic code. 

 For large n, xn + 1 may have many factors of degree n-k.

 Some of these polynomials generate good codes and some generate bad ones.

 How to select generator polynomials to produce good cyclic codes is a very difficult problem. 

 For the past two decades, coding theorists have expended much effort in searching for good 
cyclic codes. 
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ExampleExample

 Let us consider cyclic codes of length 15 with binary coefficients. By multiplication it can be 
verified that

x15 - 1 = (1 + x)(1 + x + x2)(1 + x + x4)(1 + x + x2 + x3 + x4)(1 + x3 + x4).

 So there are polynomials of degrees 1, 2, 4, 4, and 4 which can be used to construct 
generators. The product of any combination of these can be used to construct a generator 
polynomial. 

 If we want a generator of, say, degree 10, we could take

g(x) = (1 + x + x2)(1 + x + x4)(1 + x + x2 + x3 + x4).

 If we want a generator of degree 5 we could take

g(x) = (1 + x)(1 + x + x4)

 or

g(x) = (1+ x)(1 + x + x2 + x3 + x4).

 In fact, in this case, we can get generator polynomials of any degree from 1 to 15. So we 
can construct the (n, k) codes

(15, 1), (15, 2), ... , (15, 15).
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Nonsystematic Encoding and Parity Check INonsystematic Encoding and Parity Check I

 A message vector m = [m0 m1 . . . mk-1] corresponds to a message polynomial

m(x) = m0 + … + mk-1x
k-1.

 Then the code polynomial corresponding to m(x) is obtained by the encoding operation of polynomial 
multiplication:

c(x) = m(x)·g(x) = (m0g(x) + m1xg(x) + … + mk-1x
k-1g(x)).

 This is not a systematic encoding operation; systematic encoding is discussed later. The encoding 
operation can be written as

 This can also be expressed as

 (where empty locations are equal to 0), where G is a k x n generator matrix. A matrix such as this which is 
constant along the diagonals is called Toeplitz matrix.
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ExampleExample

 Let n = 7 and let

g(x) = (x3 + x + 1)(x + 1) = 1 + x2 + x3 + x4,

 so that the code is a (7,3) code. Then a generator matrix for the code can be expressed as

 The codewords of this code are shown in Table below.
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Nonsystematic Encoding and Parity Check IINonsystematic Encoding and Parity Check II

 For a cyclic code of length n with generator g(x), there is a corresponding polynomial h(x) of 
degree k satisfying 

h(x)·g(x) = xn - 1. 

 This polynomial is called the parity check polynomial. Since codewords are exactly the 
multiples of g(x), then for a codeword,

c(x)·h(x)= m(x)·g(x)·h(x)= m(x)·(xn - 1) = 0 (in GF(q)[x] / (xn - 1)).

 Thus a polynomial r(x), that corresponds to the received word, can be examined to see if it is 
a codeword: r(x) is a codeword if and only if r(x)·h(x) (mod xn - 1) is equal to 0.

 As for linear block codes, we can define a syndrome. This can be accomplished several 
ways. One way is to define the syndrome polynomial corresponding to the received data 
r(x) as

s(x) = r(x)·h(x) (mod xn - 1).

 s(x) is identically zero if and only if r(x) is a codeword.
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Nonsystematic Encoding and Parity Check IIINonsystematic Encoding and Parity Check III

 Let us construct a parity check matrix corresponding to the parity check polynomial h(x).

 The parity-check matrix of an (n, k) cyclic code can be expressed as the (n-k) x n Toeplitz
matrix

 Example:

 For the (7, 3) code designed on the Slide 62, the parity check polynomial is

 The parity check matrix is

 It can be verified that G·HT = 0 (in GF(2)).
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Systematic Encoding ISystematic Encoding I

 With only a little more effort, cyclic codes can be encoded in systematic form. We take the 
message vector and form a message polynomial from it,

m = (m0, m1, ... , mk-1) ↔ m(x) = m0 + m1x + ... + mk-1x
k-1 .

 Now take the message polynomial and shift it to the right n - k positions:

xn-km(x) = m0x
n-k + m1x

n-k+1 + ... + mk-1x
n-1 .

 Observe that the vector corresponding to this is - n-k

(0, 0, ... , 0, m0, m1, ... , mk-1) ↔ xn-km(x) .

 Now divide xn-km(x) by the generator g(x) to obtain a quotient and remainder

xn-km(x) = q(x)g(x) + d(x) ,

 where q(x) is the quotient and d(x) is the remainder, having degree less than n - k. We use 
the notation Rg(x)[·] to denote the operation of computing the remainder of the argument 
when dividing by g(x). Thus we have

d(x) = Rg(x)[x
n-km(x)] .
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Systematic Encoding IISystematic Encoding II

 By the degree of d(x), it corresponds to the code sequence

(d0, d1, ..., dn-k-1, 0, 0, ... , 0) ↔ d(x) .

 Now form

xn-km(x) - d(x) = q(x)·g(x) .

 Since the left-hand side is a multiple of g(x), it must be a codeword. 

 It has the vector representation

(-d0, -d1, ... , -dn-k-1, m0, m1, …, mk-1) ↔ xn-k·m(x) - d(x).

 The message symbols appear explicitly in the last k positions of the vector. 

 Parity symbols appear in the first n - k positions. 

 This gives us a systematic encoding.
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ExampleExample

 We demonstrate systematic coding in case of the (7,3) code designed earlier. 

 Let m = (1, 0, 1) ↔ m(x) = 1 + x2.

1. Compute xn-k·m(x) = x4·m(x) = x4 + x6.

2. Employ the division algorithm:

x4 +x6 = (1 + x + x2)(1 + x2 + x3 + x4) + (1 + x) .

The remainder is (1 + x).

3. Then the code polynomial is

c(x) = xn-k·m(x) - d(x) = (1 + x) + (x4 + x6) ↔ (1, 1, 0, 0, 1, 0, 1)
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Systematic Encoding IIISystematic Encoding III

 For systematic encoding, error detection can be readily accomplished. 

 Consider the systematically encoded codeword

c = (-d0, -d1, ... , -dn-k-1, m0, m1, ... , mk-1) = (-d, m).

 We can perform error detection as follows:

1. Estimate a message based on the systematic message part of r. Call this m’.

2. Encode m’. Compare the parity bits from this to the received parity bits. If they don’t 
match, then an error is detected.
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Nonsystematic Encoder CircuitsNonsystematic Encoder Circuits

 Let g(x) = 1 + g1x + ... + gn-k-1x
n-k-1 + xn-k be the generator for a cyclic code.

 Nonsystematic encoding of the message polynomial m(x) = m0 + m1x + ... + mk-1x
k-1 can be 

accomplished by shifting m(x) (starting from the high-order symbol mk-1) into either of the 
circuits shown in Figure below.

 These circuits should be familiar to the readers acquainted with signal processing, since they 
are simply an implementations of finite impulse response filter.
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Systematic Encoder Circuit ISystematic Encoder Circuit I

 To compute a systematic encoding, the steps are:

1. Compute xn-km(x)

2. Divide by g(x) and compute the remainder, d(x).

3. Compute xn-km(x) - d(x).

 Figure below shows a block diagram of a circuit that accomplishes these steps.

 To facilitate the shift of input signal m(x) by factor of xn-k, input signal m(x) is fed from the 
right end instead of left end. 

 This shifted signal is then divided by the feedback structure.
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Systematic Encoder Circuit IISystematic Encoder Circuit II

 The necessary steps to encode the message m(x) using the systematic encoder are as 
follows:

1. With the gate “opened” (allowing the signal to pass through) and the switch in position A, the message 
symbols mk-1, mk-2, ... , m0 are fed (in that order) into the feedback system and simultaneously into the 
communication channel. When the message has been shifted in, the n - k symbols in the register form 
the remainder - they are the parity symbols.

2. The gate is “closed” removing the feedback. The switch is moved to position B. (For binary field, the 
-1 coefficients are not needed.)

3. The system is clocked n - k times more to shift the parity symbols into the channel.
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ExampleExample

 For the cyclic code generated using the generator polynomial g(x) = 1 + x + x3, the 
systematic encoder circuit is shown in Figure below.

 For the message m = (0, 1, 1, 1), represented by the polynomial m(x) = x + x2 + x3, the 
content of the register are shown below.

 The sequence of output bits is

c = (0, 0, 1, 0, 1, 1, 1).
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Systematic Encoder Circuit using Parity-Check Polynomial ISystematic Encoder Circuit using Parity-Check Polynomial I

 Systematic encoding can also be accomplished using the parity check polynomial 
h(x) = h0 + h1x + ... + hkx

k.

 Given the systematic part of the message cn-k = m0, cn-k+1 = m1, ... , cn-1 = mk-1, the parity 
check bits c0, c1, ... , cn-k-1 can be found using the following difference equation 

 A circuit for doing the computations is shown in Figure below. 
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Systematic Encoder Circuit using Parity-Check Polynomial IISystematic Encoder Circuit using Parity-Check Polynomial II

 The operation the encoder circuit is as follows:

1. With gate 1 open (passing message symbols) and gate 2 closed and with the syndrome register cleared 
to 0, the message m(x) = m0 + m1x + ... + mk-1x

k-1 is shifted into simultaneously the registers and into the 
channel, starting with the symbol mk-1. At the end of k shifts, the registers contain the symbols m0, m1, ... 
, mk-1, reading from left to right.

2. Then gate 1 is closed and gate 2 is opened. The first parity check digit 

cn-k-1 = -(h0cn-1 + h1cn-2 + ...  + hk-1cn-k) = -(mk-1 + h1mk-2 + ... + hk-1m0)

is produced and appears at the point labeled A. cn-k-1 is simultaneously clocked into the channel and into 
the buffer register (through gate 2).

3. The computation continues until all n - k parity check symbols have been produced.
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ExampleExample

 For the cyclic code with the generator polynomial g(x) = 1 + x + x3, the parity check 
polynomial is 

 Figure below shows the systematic encoder circuit. (The -1 coefficient is removed because 
of the binary field.)

 Suppose m(x) = x + x2 + x3. The bits (0, 1, 1, 1) are shifted in (with the 1 bit shifted first). 
Then the contents of the registers are shown below.

 The sequence of output bits is

c = (0, 0, 1, 0, 1, 1, 1)

 which is the same as produced by the encoding in Example shown on Slide 73.
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Choosing the right Encoding CircuitChoosing the right Encoding Circuit

 Comparing the two encoding circuits (one based on the generator polynomial and the other 
based on the parity check polynomial) we can make the following remark:

- Circuit based on the generator polynomial requires n-k memory elements,

- Circuit based on the parity check polynomial requires k memory elements.

 Therefore,

- For codes with more parity-check digits than the message digits, the encoding circuit 
based on the parity check polynomial is more economical,

- Otherwise, the encoding circuit based on the generator polynomial is preferable. 
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Syndrome Decoding ISyndrome Decoding I

 We now examine the question of decoding binary cyclic codes. 

 Recall that the syndrome was initially defined as s(x) = r(x)h(x) (mod xn - 1).

 However, we can define the syndrome an alternative way. 

 Since a codeword must be a multiple of g(x), when we divide r(x) by g(x), the remainder is 
zero exactly when r(x) is a codeword. Thus we can employ the division algorithm to obtain a 
syndrome. 

 We write

r(x) = q(x)g(x) + s(x),

 where q(x) is the quotient (which is usually not used for decoding) and s(x) is the remainder 
polynomial having degree less than the degree of g(x):

s(x) = s0 + s1x + ... + sn-k-1x
n-k-1

 Thus, to compute the syndrome we can use polynomial division. 
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Syndrome Decoding IISyndrome Decoding II

 A circuit shown on the Figure below can be used to compute the syndrome value.

 Values of the multiplier modules correspond to the coefficients of the generator polynomial 
for the cyclic code that is being used.

 Please notice that in case of binary polynomials, the coefficient -(gn-k-1)
-1 has the value of 1.

 Also notice that the received word must be shifted into the syndrome calculating circuit last 
element first (meaning that the rn digit should be shifted first).

 After we have calculated the syndrome we can use it to correct erroneous bits in the 
received message using the similar approach as before.
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Error Detecting Capability of Cyclic Codes IError Detecting Capability of Cyclic Codes I

 Suppose now that the effect of the channel is represented by

r(x) = c(x) + e(x).

 To see if any errors occurred in transmission over the channel, r(x) is divided by g(x) to find 
s(x) = Rg(x)[r(x)]. The polynomial s(x) is the syndrome polynomial. 

 Note that

s(x) = Rg(x)[r(x)] = Rg(x)[c(x)+ e(x)] = Rg(x)[c(x)] + Rg(x)[e(x)] = Rg(x)[e(x)],

 since Rg(x)[c(x)] = 0 for any code polynomial c(x).

 If s(x) ≠ 0, then e(x) ≠ 0, that is, one or more errors have occurred and they have been
detected. 

 If s(x) = 0, then it is concluded r(x) has not been corrupted by errors, so that the original 
message m(x) may be immediately extracted from r(x).
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Error Detecting Capability of Cyclic Codes IIError Detecting Capability of Cyclic Codes II

 Note, however, that if an error pattern occurs which is exactly one of the code polynomials, 
say e(x) = c1(x) for some code polynomial c1(x), then

s(x) = Rg(x)[c(x) + c1(x)] = Rg(x)[c(x)] + Rg(x)[c1(x)] = 0.

 In other words, there are error patterns that can occur which are not detected by the code: 

An error pattern is undetectable by CRC code if and only if e(x) is a code polynomial.

 Let us consider how many such undetected error patterns there are.
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Error Detecting Capability of Cyclic Codes IIIError Detecting Capability of Cyclic Codes III

1. Suppose there is a single bit in error, e(x) = xi for 0 ≤ i ≤ n-1. 

 If the polynomial g(x) has more than one nonzero term it cannot divide xi evenly, so there 
is a nonzero remainder. 

 Thus all single-bit errors can be detected.

2. A double error pattern is one of the form e(x) = xi + xj, for 0 ≤ i < j ≤ n-1. 

 If g(x) does not have x as a factor and does not evenly divide 1 + xj-i than any double 
error pattern is detectable by the cyclic code.

3. Suppose that g(x) has (1 + x) as a factor. 

 Then it can be shown that all codewords have even parity, so that any odd number of bit 
errors can be detected.
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Error Detecting Capability of Cyclic Codes IVError Detecting Capability of Cyclic Codes IV

4. A burst error of length B is any error pattern for which the number of bits between the first 
and last errors (inclusive) is B.

 For example, the bit sequence ... , 0, 0, 1, 1, 0, 1, 1, 0, 1, 0,... has a burst error of length 7.

 For a cyclic code, an error pattern with errors confined to i high-order positions and l-i
low-order positions is also regarded as a burst of length l or less. Such a burst is called 
end-around burst.

 For example, e = [1, 0, 1|0, 0, 0, 0, 0, 0, 0, 0|1, 1, 0, 1] is an end-around burst of length 7.

 Let e(x) be an error burst of length r = n - k or less. Then

e(x) = xi(1 + e1x + ... + en-k-1x
n-k-1)

 for some i, 0 ≤ i ≤ k. Since g(x) is of degree n - k and has a non-zero constant term, that is

g(x) = 1 + g1x + ... + gn-k-1x
n-k-1 + xn-k,

 then Rg(x)[e(x)] cannot be zero, so the burst can be detected.

 An (n, k) cyclic code is also capable of detecting all the end-around error bursts of length 
n-k or less. 
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Error Detecting Capability of Cyclic Codes VError Detecting Capability of Cyclic Codes V

5. Consider now a burst of errors of length n - k + 1, with error polynomial 

e(x) = xi·(1 + e1x + ... en-k-1x
n-k-1 + xn-k).

 There are 2n-k-1 possible error patterns of this form for each value of i. 

 Of these, all but error bursts of the form e(x) = xi·g(x) are detectable. 

 The fraction of undetectable bursts of length n - k + 1 is therefore 2-(n-k-1).

6. For bursts of length l > n - k + 1 starting at position i, all 2l-2 of the bursts are detectable 
except those of the form

e(x) = xi·a(x)·g(x)

 for some a(x) = a0 + a1x + ... + al-n+k-1x
l-n+k-1 with a0 = al-n-k-1 = 1. 

 The number of undetectable bursts is 2l-n-k-2, so the fraction of undetectable bursts is 
2-(n-k).
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ExampleExample

 Let g(x) = x16 + x15 + x2 + 1. 

 This can be factored as g(x) = (1 + x)(1 + x + x15), so the cyclic code is capable of detecting 
any odd number of bit errors. 

 It can be shown that the smallest integer m such that g(x) divides 1 + xm is m = 32767, so 
the cyclic code is able to detect any pattern of two errors - a double error pattern - provided 
that the code block length n ≤ 32767.

 All burst errors of length 16 or less are detectable. 

 Bursts of length 17 are detectable with probability 1 - 2-(16-1) = 0.99997. 

 Bursts of length ≥ 18 are detectable with probability 1 - 2-16 = 0.99998.
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Binary CRC Codes IBinary CRC Codes I

 The term Cyclic Redundancy Check (CRC) code has come to be jargon applied to cyclic 
codes used as error detection codes: 

They indicate when error patterns have occurred over a sequence of bits, but not 
where the errors are nor how to correct them. 

 They are commonly used in networking in conjunction with protocols which call for 
retransmission of erroneous data packets. 

 Typically CRCs are binary codes, with operations taking place in GF(2). 

 A CRC is a cyclic code, that is, the code polynomials are multiples of a generator polynomial 
g(x) € GF(2)[x].
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Binary CRC Codes IIBinary CRC Codes II

 CRCs are simply cyclic codes, so the same encoding and decoding concepts as for any 
other cyclic code applies. 

 However, presented architectures calculate the CRC value serially, loading one bit of 
message or received codeword in the coder/decoder at a time. 

 We will introduce a general procedure that can be used to calculate CRC value in parallel.

 We use the notation Rg(x)[·] to denote the operation of computing the remainder of the 
argument when dividing by g(x).

 The entire cyclic encoding operation can thus be written, in case of systematic cyclic code 
defined over field GF(2), as

c(x) = xn-k·m(x) + Rg(x)[x
n-k·m(x)].
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ExampleExample

 Let g(x) = x16+x15+x2+1 and m(x) = x14 + x13 + x11 + x10 + x8 + x5 + x2 + x + 1 corresponding to the message 
bits

m = [0,1,1,0,1,1,0,1,0,0,1,0,0,1,1,1] = [m15, m14, … , m1, m0].

 The vector m is written here with m0 on the right. Since deg(g(x)) = n - k = 16, to encode we first multiply 
m(x) by x16:

x16m(x) = x30 + x29 + x27 + x26 + x24 + x21 + x18 + x17 + x16

 then divide by g(x) to obtain the remainder

d(x) = x14 + x13 + x11 +x10 +x9 +x7 +x6 +x4 +x2

 The code polynomial is c(x) = x16m(x) + d(x) = 

= x30 + x29 + x27 + x26 + x24 + x21 + x18 + x17 + 

+ x16 + x14 + x13 + x11 + x10 + x9 +x7 +x6 +x4 + x2

 The operation can also be represented using bit vectors instead of polynomials (with the highest power of 
x corresponding to the bit on the left of this vector)

x16m(x) ↔ [0, 1, 1, 0, 1, 1, 0, 1, 0, 0, 1, 0, 0, 1, 1, 1|0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0]

 and,

d(x) ↔ [0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0|0, 1, 1, 0, 1, 1, 1, 0, 1, 1, 0, 1, 0, 1, 0, 0]

 Adding these two vectors we find

c = [0, 1, 1, 0, 1, 1, 0, 1, 0, 0, 1, 0, 0, 1, 1, 1|0, 1, 1, 0, 1, 1, 1, 0, 1, 1, 0, 1, 0, 1, 0, 0]

 The message vector m is clearly visible in the codeword c.
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Commonly used and Standardized CRCsCommonly used and Standardized CRCs
 CRC-1: x+1 (most hardware; also known as parity bit) 

 CRC-4-ITU: x4+x+1 (ITU-T G.704, p. 12) 

 CRC-5-EPC: x5+x3+1 (Gen 2 RFID) 

 CRC-5-ITU: x5+x4+x2+1 (ITU-T G.704, p. 9) 

 CRC-5-USB: x5+x2+1 (USB token packets) 

 CRC-6-ITU: x6+x+1 (ITU-T G.704, p. 3) 

 CRC-7: x7+x3+1 (telecom systems, ITU-T G.707, ITU-T G.832, MMC, SD) 

 CRC-8-CCITT: x8+x2+x+1 ISDN Header Error Control and Cell Delineation ITU-T I.432.1

 CRC-8-Dallas/Maxim: x8+x5+x4+1 (1-Wire bus)  

 CRC-10: x10+x9+x5+x4+x+1 (ATM; ITU-T I.610) 

 CRC-11: x11+x9+x8+x7+x2+1 (FlexRay) 

 CRC-12: x12+x11+x3+x2+x+1 (telecom systems) 

 CRC-15-CAN: x15+x14+x10+x8+x7+x4+x3+1(CAN) 

 CRC-16-IBM: x16+x15+x2+1 (USB, ANSI X3.28; also known as CRC-16 and CRC-16-ANSI)

 CRC-16-CCITT: x16+x12+x5+1 (X.25, HDLC, XMODEM, Bluetooth, SD; known as CRC-CCITT)

 CRC-16-T10-DIF: x16+x15+x11+x9+x8+x7+x5+x4+x2+x+1 (SCSI DIF) 

 CRC-16-DNP: x16+x13+x12+x11+x10+x8+x6+x5+x2+1 (DNP, IEC 870, M-Bus) 

 CRC-16-DECT: x16+x10+x8+x7+x3+1 (cordless telephones)

 CRC-24: x24+x22+x20+x19+x18+x16+x14+x13+x11+x10+x8+x7+x6+x3+x+1 (FlexRay)

 CRC-30: x30+x29+x21+x20+x15+x13+x12+x11+x8+x7+x6+x2+x+1 (CDMA) 

 CRC-32-IEEE 802.3: x32+x26+x23+x22+x16+x12+x11+x10+x8+x7+x5+x4+x2+x+1 (V.42, Ethernet, MPEG-2, SATA-II)

 CRC-32C (Castagnoli): x32+x28+x27+x26+x25+x23+x22+x20+x19+x18+x14+x13+x11+x10+x9+x8+x6+1 (iSCSI & SCTP) 
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Using CRC to Protect Data Files or Data PacketsUsing CRC to Protect Data Files or Data Packets

 When protecting data files or data packets using CRC codes, the CRC codeword length is 
selected in bytes or in words that are multiple of bytes. 

 The encoded file is, naturally, longer than the unencoded file, since parity bytes is included. 

 Let K denote the number of message bytes and let N denote the number of code bytes, for 
example, N = K + 2 in case we are using CRC-16 code.

 In encoding a file, the file is divided into blocks of length K. Each block of data is written to 
an encoded file, followed by the parity bytes. 

 At the end of the file, if the number of bytes available is less than K, a shorter block is written 
out, followed by its parity bytes.

 In decoding (or checking) a file, blocks of N bytes are read in and the parity for the block is 
computed. If the parity is not zero, one or more error has been detected in that block. 

 At the end of the file, if the block size is shorter, the appropriate block length read in is used.
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Parallel CRC Calculation IParallel CRC Calculation I

 Architectures for cyclic code encoder and decoder that were presented so far and can be 
used to calculate the CRC are serial ones.

 In many cases the serial implementation of the CRC is suboptimal for a given design. 

 Because of the serial data input, it only allows the CRC calculation of one data bit every 
clock. 

 If a design has an N-bit datapath - meaning that every clock CRC module has to calculate 
CRC on N bits of data - serial CRC will not work. 

 One example is USB 2.0, which transmits data at 480 MHz on the physical level. 

 A typical USB PHY chip has an 8- or 16-bit data interface to the chip that does protocol 
processing.

 A circuit that checks or generates CRC has to work at that speed.
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Parallel CRC Calculation IIParallel CRC Calculation II

 To achieve higher throughput, the CRC’s serial implementation circuit must be converted 
into a parallel N-bit-wide circuit, where N is the design datapath width, so that N bits are 
processed in every clock. 

 This is a parallel CRC implementation, which will be discussed here in a more detail. 

 Figure below shows a simplified block diagram of the parallel CRC.
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Parallel CRC Calculation IIIParallel CRC Calculation III

 In order to design a parallel CRC calculation circuit following steps should be performed:

 Step 1 - denote N = data width and M = CRC polynomial width.

 Step 2 - implement a serial CRC generator routine for a given polynomial. It’s a 
straightforward process and can be done using different programming languages or scripts 
(e.g., C, Java, VHDL, MATLAB, etc.). 

 Denote this routine as CRCSERIAL. You can also build a routine CRCPARALLEL(Nin, Min) that 
simply calls CRCSERIAL N times (the number of data bits) and returns Mout.

 Step 3 - parallel CRC implementation is a function of N-bit data input and M-bit current CRC 
state, as shown in the Figure on the previous Slide. 

 We’re going to build two matrices:

- Matrix H1 describes Mout (next CRC state) as a function of Nin (input data) when Min = 0. 
Thus, Mout = CRCPARALLEL (Nin, Min = 0), and H1 matrix is the size [N x M]. 

- Matrix H2 describes Mout (next CRC state) as a function of Min (current CRC state) when 
Nin = 0. Thus, Mout = CRCPARALLEL (Nin = 0, Min), and H2 matrix is the size [M x M].
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Parallel CRC Calculation IVParallel CRC Calculation IV

 Step 4 - build the matrix H1. Using the CRCPARALLEL routine from step 2, 
calculate the CRC for the N values of Nin when Min = 0. 

 The values for Nin are one-hot encoded - that is, each of the Nin values 
has only one bit set. 

 For N = 4, the values of Nin are 0x1, 0x2, 0x4, 0x8 in hex representation.

 Step 5 - build the matrix H2. Using the CRCPARALLEL routine from Step 2, 
calculate CRC for the M values of Min when Nin = 0. 

 The values for Min are one-hot encoded. 

 For M = 5, Min values are 0x1, 0x2, 0x4, 0x8, 0x10 in hex representation.

 Step 6 - you’re ready to construct the parallel CRC equations. 

 Each set bit j in column i of the matrix H1 - and that’s the critical part of 
the method – participates in the parallel CRC equation of the bit Mout[i] as 
Nin[j].

 Likewise, each set bit j in column i of the matrix H2 participates in the 
parallel CRC equation of the bit Mout[i] as Min[j].

All ti i ti i t M [j] d N [j] th t f M [i] XOR d
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Unordered Codes IUnordered Codes I

 Unordered codes are designed to detect 
unidirectional errors. 

 A unidirectional error is an error which 
changes either 0’s of the word to 1, or 1’s of 
the word to 0, but not both. 

 An example of a unidirectional error is an 
error changing a word [1011000] to the 
word [0001000]. 

 It is possible to apply a special design 
technique to ensure that most of the faults 
occurring in a logic circuit cause only 
unidirectional errors on the output. For 
example, consider the logic circuit shown in 
Figure shown on the right. 

 If a single stuck-at fault occurs at any of the 
lines in the circuit, it will cause a 
unidirectional error in the output word 
[f1 f2 f3].

Logic diagram of a circuit in which any single stuck-at 
fault cause a unidirectional error on the output.
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Unordered Codes IIUnordered Codes II

 The name of unordered codes originates from the following. 

 We say that two binary n-tuples x = (x1, …, xn) and y = (y1 , …, yn) are ordered if either xi ≤ yi
for all i € {1, 2, …, n}, or xi ≥ yi for all i. 

 For example if x = [0101] and y = [0000] then x and y are ordered, namely x ≥ y. 

 A unordered code is a code satisfying the property that any two of its codewords are 
unordered.

 The ability of unordered codes to detect all unidirectional errors is directly related to the 
above property. 
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Unordered Codes IIIUnordered Codes III

 A unidirectional error always changes a word x to a word y which is either smaller or greater 
than x. 

 A unidirectional error cannot change x to a word which is not ordered with x. 

 Therefore, if any two of its codewords of a code are unordered, then a unidirectional error 
will never map a codeword to another codeword, and thus will be detected.

 Next, we will describe two unordered codes: 

- m-of-n codes and 

- Berger codes.
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M-of-n Codes IM-of-n Codes I

 A m-of-n code consists of all n-bit words with exactly m 1’s, resulting in          codewords. 

 Any k-bit unidirectional error forces the affected codeword to have either m+k of m-k 1’s, and 
thus can be easily detected.

 An easy way to construct an m-of-n code is to take the original k bits of data and append k 
bits so that the resulting 2k-bit code word has exactly k 1’s. 

 For example, the 3-of-6 code is shown in Table below. All codewords have exactly three 1’s.









n

m

Defining table for 3-of-6 code
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M-of-n Codes IIM-of-n Codes II

 An obvious disadvantage of an 2k-of-k is its low information rate of 1/2.

 An advantage of this code is its separability, which simplifies the encoding and decoding 
procedures. 

 A more efficient m-of-n code, with higher information rate can be constructed, but then the 
separable nature of the code is usually lost.

 Non-separability makes the encoding, decoding and error detection procedures more 
difficult.
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Berger Codes IBerger Codes I

 Check bits in a Berger code represent the 
number of 1’s in the data word. 

 A Berger code of length n has k data bits and 
m check bits, where                              and    
n = k + m. 

 A codeword is created by complementing the 
m-bit binary representation of the number of 
1’s in the encoded word. 

 An example of Berger code for 4-bit data is 
shown in Table on the right.

  1log2  km

Defining table for Berger code for 4-bit data.
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Berger Codes IIBerger Codes II

 The primary advantages of a Berger code are 
that it is a separable code and that it detects all 
unidirectional multiple errors. 

 It was shown that the Berger code is the most 
compact code for this purpose. 

 The information rate of a Berger code for m-bit 
data is                                 . 

 Table on the right shows how the information 
rate grows as the size of the encoded data 
increases. 

 For data of small size, the redundancy of a 
Berger code is high. 

 However, as k increases, the number of check 
bits drops substantially. 

 The Berger codes with k )2m 01 are called 
maximal length Berger codes.

   1log2  kkk

Information rate of different Berger codes
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Arithmetic Codes IArithmetic Codes I

 Arithmetic error codes are those codes that are preserved under a set of 
arithmetic operations. 

 This property allows us to detect errors which may occur during the 
execution of an arithmetic operation in the defined set. 

 Such concurrent error detection can always be attained by duplicating the 
arithmetic unit, but duplication is often too costly to be practical.

 We say that a code is preserved under an arithmetic operation □ if for any 
two operands X and Y, and the corresponding encoded entities A(X) and 
A(Y), there is an operation ■ for the encoded operands satisfying

A(X) ■ A(Y) = A(X □ Y)

 This implies that the result of the arithmetic operation ■, when applied to 
the encoded operands A(X) and A(Y), will yield the same result as 
encoding the outcome of applying the original operation □ to the original 
operands X and Y. 
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Arithmetic Codes IIArithmetic Codes II

 We expect arithmetic codes to be able to detect all single-bit faults. 

 Note, however, that a single-bit error in an operand or an intermediate result may well cause
a multiple-bit error in the final result. 

 For example, when adding two binary numbers, if stage i of the adder is faulty, all the 
remaining (n − i) higher order digits may become erroneous.

 There are two classes of arithmetic codes: 

- separable and 

- nonseparable. 

 The simplest nonseparable codes are the AN codes, while the simplest separable codes are 
the residue code and the inverse residue code.
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AN CodesAN Codes

 The simplest nonseparable codes are the AN codes, formed by multiplying the operands by 
a constant A. 

 In other words, X in Equation shown on Slide 56 is A·X, and the operations ■ and □ are 
identical for addition and subtraction. 

 For example, if A = 3, we multiply each operand by 3 (obtained as 2X + X) and check the 
result of an add or subtract operation to see whether it is an integer multiple of 3. 

 All error magnitudes that are multiples of A are undetectable. Therefore, we should not 
select a value of A that is a power of the radix 2 (the base of the number system). 

 An odd value of A will detect every single digit fault, because such an error has a magnitude 
of 2i.

 Setting A = 3 yields the least expensive AN code that still enables the detection of all single 
errors.

 For example, the number 01102 = 610 is represented in the AN code with A = 3 by 0100102 = 
1810. A fault in bit position 3 may result in the erroneous number 0110102 = 2610. This error 
is easily detectable, since 26 is not a multiple of 3.
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Residue Codes IResidue Codes I

 The simplest separable codes are the residue code and the inverse residue code.

 In each of these, we attach a separable check symbol C(X) to every operand X. 

 For the residue code, C(X) = X mod A = |X|A, where A is called the check modulus. 

 For the inverse residue code, C(X) = A − (X mod A). 

 For both separable codes, Equation from Slide 56 is replaced by

C(X) ■ C(Y) = C(X □ Y)

 This equality clearly holds for addition and multiplication because the following equations 
apply:

|X + Y|A =||X|A + |Y|A|A
|X · Y|A =||X|A · |Y|A|A
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ExampleExample

 If A = 3, X = 7, and Y = 5, the corresponding residues are 

|X|A = 1,

|Y|A = 2.

 When adding the two operands, we obtain 

|7+5|3 = 0 = ||7|3 +|5|3|3 = |1+ 2|3 = 0. 

 When multiplying the two operands, we get 

|7 · 5|3 = 2 = ||7|3 · |5|3|3 = |1 · 2|3 = 2.
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Residue Codes IIResidue Codes II

 For division, the equation X −S = Q · D is satisfied, where X is the dividend, D the divisor, Q 
the quotient, and S the remainder. 

 The corresponding residue check is therefore

||X|A − |S|A|A = ||Q|A · |D|A|A

 Example

 If A = 3, X = 7, and D = 5, the results are Q = 1 and S = 2. 

 The corresponding residue check is 

||7|3 −|2|3|3 = ||5|3 · |1|3|3 = 2. 

 The subtraction in the left-handside term is done by adding the complement to the modulus 
3, i.e., 

|1 − 2|3 = |1 + |3 −2|3|3 = |1+ 1|3 = 2.
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Residue Codes IIIResidue Codes III

 A residue code with A as a check modulus has the same undetectable error magnitudes as
the corresponding AN code. 

 For example, if A = 3, only errors that modify the result by some multiple of 3 will go 
undetected, and consequently, single-bit errors are always detectable. 

 In addition, the checking algorithms for the AN code and the residue code are the same: in 
both we have to compute the residue of the result modulo-A. 

 Even the increase in word length, |log2A|, is the same for both codes. 

 The most important difference is due to the property of separability. 

 The arithmetic unit for the check symbol C(X) in the residue code is completely separate 
from the main unit operating on X, whereas only a single unit (of a higher complexity) exists 
in the case of the AN code. 
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Residue Codes IVResidue Codes IV

 An adder with a residue code is depicted in Figure below. 

 In the error detection block shown in this figure, the residue modulo-A of the X + Y input is 
calculated and compared to the result of the mod A adder. 

 A mismatch indicates an error.

An adder with a separate residue check.
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Residue Codes VResidue Codes V

 The AN and residue codes with A = 3 are the simplest examples of a class of arithmetic 
(separable and nonseparable) codes that use a value of A of the form A = 2a −1, for some 
integer a. 

 This choice simplifies the calculation of the remainder when dividing by A (which is needed 
for the checking algorithm), and this is why such codes are called low-cost arithmetic codes. 

 The calculation of the remainder when dividing by 2a − 1 is simple, because the equation

|zir
i|r−1 = |zi|r−1, r = 2a

 allows the use of modulo-(2a −1) summation of the groups of size a bits that compose the 
number (each group has a value 0 ≤ zi ≤ 2a −1).
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ExampleExample

 To calculate the remainder when dividing the number X = 196310 = 111101010112 by 
A = 7 = 23 − 1, we partition X into groups of size 3, starting with the least significant bit. 

 This yields X = (z3, z2, z1, z0) = (11, 110, 101, 011). 

 We then add these groups modulo-7; i.e., we “cast out” 7s and add the end-around-carry 
whenever necessary. 

 A carry-out has a weight of 8, and because |8|7 = 1, we must add an end-around-carry 
whenever there is a carry-out as illustrated below.

 The residue modulo-7 of X is 3, which is the correct remainder of X = 196310 when divided 
by 7.
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Residue Codes VIResidue Codes VI

 Both separable and nonseparable codes are preserved when we perform arithmetic 
operations on unsigned operands. 

 If we wish to include signed operands as well, we must require that the code be 
complementable with respect to R, where R is either 2n or 2n − 1 and n is the number of bits 
in the encoded operand. 

 The selected R will determine whether two’s complement (for which R = 2n) or one’s 
complement (for which R = 2n −1) arithmetic will be employed.
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