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THE “DNA” OF NARROWBAND IOT

NB-10T

Radio module <$5 (industry target)

Billions of devices Low energy consumption Deep indoor penetration Low cost
Lower total cost of ownership

Up to 100x more devices Up to 10 years +20dB link budget
N €

per cell (compared to GSM) of battery-powered operation ') (compared to GSM)
Low data volume Plug & Play High security Worldwide standard

Bidirectional, infrequent transmission
of low data volumes. Data rates
600b/s - 250kbit/s 2

Direct connectivity of the sensor.
(No installation and maintenance of
local networks/gateways required)

>

Proven LTE-based security
mechanisms

N
t

Worldwide 3GPP industry standard
on operator-managed networks
in licensed spectrum

x@@

1) Assuming equivalent of 2 AA batteries and typical traffic pattern
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2) Dependent on network utilization and signal strength
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SUITABLE USE CASES FOR NB-I0T

_.~A‘_

& High number of devices

™ Low data rates

" Infrequent data transmission
& Latency is uncritical

& Deep indoor penetration
& Low power consumption/long battery lifetime
& No external wake-up function needed
& No voice or SMS needed

. ‘. '\
’ &
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PART 01: BUILDING NB-IOT SOLUTIONS

The Technical DNA of NB-loT

Validation & Certification

Design Optimization




SELECTING THE RIGHT TECHNOLOGY FOR YOUR NEEDS

= | ow datarates
NB-loT has the right match of features & " Infrequent data transmission
J - Latency is uncritical
optimizations for Low-Power Wide-Area (LPWA) = Deep indoor penetration
= |Long battery lifetime
4 = Cost-sensitive use case
High —
Manufacturing/ I Target Applications for NB-loT:
Processin
Goods Monitoring / // "9 - OPTIMAL
Payment
Frequency of %// /// NOT OPTIMAL
Communications Fleet A Commercial
Management Emergency Appliances
Services Environment &
Smart Metering . Public Safety
L Telemedicine In-vehicle Entertainment
.and & Internet Access
Low Agriculture ‘
Low Average Traffic Per Connection High

LIFE IS FOR SHARING.

'I' . hosted by

April 2018



NB-IOT DUPLEX MODE

NB-loT uses FDD Half-duplex Type-B for Uplink and Downlink communication

BAND UPLINK FREQUENCY RANGE DOWNLINK FREQUENCY

NUMBER (MHZ) RANGE (MHZ)
1 1920 - 1980 2110-2170
2 1850 - 1910 1930 - 1990
3 1710-1785 1805 - 1880

UE TRANSMISSION ‘ ’ UE RECEPTION
SWITCHING TIME =1SUBFRAME

[ | I E E N LIFE IS FOR SHARING. hosted by

SWITCHING TIME =1SUBFRAME

f A e
DL DL DL
UL UL UL

FDD Full-duplex vs. FDD Half-duplex

April 2018
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NB-IOT FREQUENCY BANDS

BAND UPLINK FREQUENCY | DOWNLINK FREQUENCY
NUMBER RANGE (MHZ) RANGE (MHZ)

'I' o hosted by

LIFE IS FOR SHARING.

Telekom focuses on the 1920 - 1980 10-2170 Asia
lower frequency bands due 2 1850 - 1910 1930 - 1990 PCS A-F: N./S. America
to superior RF propagation 3 1710 - 1785 1805 - 1880 DCS Global exc. N. America
5 824 - 849 869 - 894 US, Asia, Australia
8 880 -915 925 - 960 E-GSM: Europe, Asia
12 699 - 716 729 - 746 N. America, Oceania
13 77 -787 746 - 756 N./S. America
17 704 -716 734 - 746 N./S. America
18 815-830 860 - 875 Japan
19 830 - 845 875 -890 Japan
20 832 - 862 791 - 821 Europe, Middle East
26 814 - 849 859 - 894 USA
28 703 - 748 758 - 803 Japan, Australia, Panama
66 1710-1780 2110 - 2200 N. America
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NB-IOT CARRIER STRUCTURE

: i SE|SE|5E|5E|Single Tone N
180 kHz Downlink Carriers (DL) 4x3.75kHz | Channels
= 12 subcarriers, each 15 kHz bandwidth TTTTTTTTTTT] Multi Tone B UL
12x15kHz | Channels DL

Each PRB supports up to 12 devices
simultaneously on the Downlink

180 kHz Uplink Carriers (UL)
= 12 subcarriers, each 15 kHz bandwidth (multi tones), or

= 48 subcarriers, each 3.75 kHz bandwidth (single tones)

LTE In Band
A A A e T I/ T LT U R A e e i e S T T v S N o ot i
N N N N N N N N N N N N N N N N N N N N N N N N
o0 32|(E0) 2=|(60) 3= (|68 ==2||e8 =||Ed =||ed =|[Ed ==|[6h = B0 =|[60) 3=||@8 =||ED =||ed =||ed ==|(6h =||@8 =60 =||ED =||ed =||eh =||eh =||Ed =||ED) =
ggg%g%g%g%g%g%g%g% g%g%g%g%g%g%g%gggggggggggggggg

5 MHz-wide LTE channel, where one NB-loT carrier replaces a standard LTE PRB

EjjE B ® LIFE IS FOR SHARING. GSMA
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NB-IOT OPERATION MODES

LTE Carrier (@=3, 5, 10, 15, 20 MHz) LTE Carrier (@= 10, 15, 20 MHz)

2x 200 kHz of GSM spectrum cleared
(No support for 1.4 MHz bandwidth) (No support for 1.4, 3, 5 MHz bandwidth) P

\

In-Band Operation Guardband Operation Stand Alone Operation

NB-loT and LTE can share spectrum without causing mutual interference

NB-loT carriers and LTE PRBs are orthogonal

EjE B H LIFE IS FOR SHARING. GSMR
I hosted by . April 2018
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COVERAGE ENHANCEMENT (CE)-LEVELS

NB-loT has three Coverage Enhancement (CE)-Levels:
=  CE-Level 0 = Equivalentto GSM Coverage (RSRP >-114 dBm)
=  CE-Level 1 = Upto 10 dB gain vs. GSM (RSRP between-114 dBm and -124 dBm)
= CE-Level2 2 Upto 20 dB gain vs. GSM (RSRP <-124 dBm)

CE-Level 0 } Power-controlled Uplink Transmission

CE-Levels mainly determine number

of times messages are repeated
CE-Level 1 . . .
Maximum Power Uplink Transmission
CE-Level 2 (Power Class 3 =23 dBm)
IMPACT ON

BATTERY LIFETIME!
“RSRP = Reference Signal Received Power, measured at the device receiver

EjjE B ® LIFE IS FOR SHARING. GSMA
I hosted by . April 2018
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DATA RATES / THROUGHPUT

This performance is desired!
NB-loT is intentionally a “thin pipe”

Average Uplink / Downlink Throughput is lower than in
peak data rates, due to time-offsets between DCI,
acknowledgements, as well as real-world interference.

o m——— Y ] kbps |
Q ) UL 20 Example: It takes 6.7 min - Downlink
to transmit 500KByte
\ Uplink
Downlink Peak data rate = 250 kbps
(NPDSCH) Lowest data rate = 20 bps 10
Uplink Peak data rate =2 226.7 kbps
(NPUSCH) ~ Lowest data rate = 35 bps S
CE-Level 0 CE-Level 1 CE-Level 2
RSRP -108dBm RSRP -118dBm RSRP -128dBm
SINR 18 dB SINR 5dB SINR -5dB

] I E N LIFE IS FOR SHARING. hosted by
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MOBILITY HANDLING VIA RESELECTION

NB-loT is designed for infrequent / short message transfers between devices and network

There is no need or support for handovers!

If cell change is required, device enters RRC_IDLE to re-select:
Intra-frequency > Move to same 180 kHz carrier, implemented in different cell

Inter-frequency = Move to another 180 kHz carrier, in/outside same LTE carrier

=
T

LTE In Band L
T LAY N 1T
L= 00 o™
" = Bl bl ) I - . [
B [ [ ] ] 0 [0 Z | Z (oo S Tien T
|TE|Te|Te|Te|Te|Tefre|TeTeTeffTeTE
>

PRB 23
PRB 24

ooooooooo
e O . = R LN =

PRB 11
PRB 15

180 kHz
PRB 23
180 kHz

180 kH
PRB 15
180 kHz

INTER-FREQUENCY RESELECTION

EjE E ® LIFE IS FOR SHARING. GSmA
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PROTOCOL STACK: MQTT-SN/UDP/IP, OVER NAS

loT Devices Telekom Telekom loT Platform Application
(incl. Device Application) eNodeB C-SGN (PaaS) (Saa$)
() @ 000C
. @ K
R ()ﬂ) E
IR Y Y
App Data | App Data App Data
MQTT-SN Messaging Protocol > MQTT-SN c°‘?':_|/T¥P i %A/\%l}llpﬁTT |
< Security Protocol » DTLS DTLS/TLS DTLS/TLS
< Transport Protocol > UDP TCP TCP |
— Network Protocol — — » IPv4/v6 | IPv4/v6 | IPv4/ve i
UDP L2 L2 L2 L2
IP
L2
L1 L1 L1 L1
UART L1

LIFE IS FOR SHARING.

hosted by Standard MQTT is not recommended as it uses TCP/IP, which is not optimized for NB-loT

April 2018
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BENEFIT OF NON-IP DATA DELIVERY

loT Devices Telekom loT Application
(incl. Device Application) eNode B, C-SGN Platform / Server
=0 o ¥
H|E) ¢

tees ©
¥ ) : e E
IYY YR il

App Data
AppData | Mo\" | [ Payload

) AppData’| CoAP
- Charging Record Several Target IP --
é’ , L ) IP to IP Addresses Supported
g Payload  [ISDINTZ ZVE I UDP 1P T T
CU ‘ﬁ—} ﬁ " I-I“ .uu .
g 28 Bytes (IPv4) / 48 Bytes (IPv6) < — Impacts:

< > < >

IPsec Tunnel (Optional) = Reduced costs
= [mproved battery life
o Charging Record NorP 1o [P =  Maximum efficiency of
3 ' ‘ ' payload vs. overhead
e Payload N Payload  URLIs e
‘g < > < >
o Non-IP Data Delivery IPsec Tunnel Only one Target IP
(NIDD) (Private APN Mandatory) Address Used

LIFE IS FOR SHARING. GSMR
hosted by . April 2018 14



POWER SAVING FEATURES

Many options for best-fit!

Periodic TAU | cDRX | eDRX | psm |EaryRel
Indication
X X

NB-loT leverages 32 combinations of
these power saving features: Standard

= Long Periodic Tracking Area Update (TAU)

= Connected Discontinuous Reception (cDRX)

X X X X X X X X

=  Enhanced Discontinuous Reception (eDRX)
= Power Saving Mode (PSM)

= Rel.13 Early Release Indication

X

X X

X X
_-4 UL

X X

X X X X

X X X X

EjE B H LIFE IS FOR SHARING. GSMR
I hosted by . April 2018 15



ALL POWER SAVING FEATURES INACTIVE

Indicative avg. power 110mA  50mA 1.3mA
consumption shown
for CE-Level 0

(also in next slides)

RRC Activity O O .O O . O .O O .0 .O > . O
Q\Q\Q\Q\Q\Q\Q\Q\Q\Q\Q\Q\\Q’\
> IR QP q® o o B ¢ o B B o P P P P P
-
=
a a
L
=
(T
L
=
=
o
o
%)
o
5 o
=
(@]
o
Time —
Standard TAU Timer = 186 minutes
\ A )
Y Y
RRC_CONNECTED RRC_IDLE

] I E N LIFE IS FOR SHARING. hosted by

DATA / TAU

RRC_IDLE

RRC_CONNECTED

April 2018

TWO NB-loT STATES:
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CONNECTED MODE DRX (CDRX)

110 mA 7mA 1.3mA

Active Features:
= cDRX

RRC Activity O O .O SRS O .0 .O YIS
L O @ @@ ® @O @ @S
Timer Q(Z’Q QP QP P P o Q{Z’Q Q@ Q%Q) QP P Q® QP P QQ’Q Q7]

The cDRX feature is

active by default on

all Telekom NB-loT
networks

=
<<
-
~
<<
=
<
o

DATA / TAU

RC CONNECTED

Power

Time —
Standard TAU Timer = 186 minutes

RRC_CONNECTED RRC_IDLE

EjE B H LIFE IS FOR SHARING. GSMR
I hosted by . April 2018 17




REL.13 EARLY RELEASE ASSISTANCE

110 mA 1.3mA

- ()
Active Features: Device ' R ? oNB
= Rel.13EarlyRelease

® m% O . O O \% «\\\% O O \0) «\\\% \%
2 Q@\ Q@Q QQ’Q QP Q%QQQ%Q\QQ%Q\QQQ’%QQ% Q%QQ@ QQ’Q QT QQ@ QQ’%QQQ’ 2 PDCP PDCP
- -

é é RLC RLC
a = MAC MAC
PHY PHY

Control Plane

:
Time Early Release Assistance
Standard TAU Timer = 186 minutes . .

L , helps loT Appllcatl.ons

' ' further reduce device

RRC_CONNECTED RRC_IDLE

power consumption

] I E N LIFE IS FOR SHARING. hosted by April 2018 18



LONG PERIODIC TRACKING AREA UPDATE (TAU)

110mA 7mA 1.3 mA

Active Features:
= cDRX
= LongPeriodic TAU

RRC Activity O O .0 .0 .O.O O O O O O .0 .0 . O .O.O.O.O.O.O.O
0«\0@\\“\0\\ SOOI S Q I I I
. OIS
Timer QQ)% Q%q Q% QP QQ’Q Q%% QP Q%Q QQ’% Q@ Q%Q Q%Q Q%Q Q%Q Q@ Q%Q Q%Q QQ’% QP QY™ Q7 QQ’Q P

——

At a minimum, all
NB-loT devices
must wake up to

=
<
-
~
<<
=
<
o

DATA / TAU

send a TAU at the
expiration of the
T3412 timer

RC CONNECTED

Power

Time —
Long Periodic TAU Timer (T3412)

\ A J
1 I

RRC_CONNECTED RRC_IDLE

] I E N LIFE IS FOR SHARING. hosted by April 2018 19




POWER SAVING MODE (PSM)

110mA 7mA 1.3 mA <4 pA

Active Features:

= cDRX

= LongPeriodic TAU
= PSM

Important: While Power Saving Mode is

active, it is not possible to initiate a
)

SIS connection to the device
Q> Q‘Z‘ Q‘Zr

RRC-ACtIVIty q\@ Q\\@ Q\(\% 5
Timer QP QP QT QT QT QY Q

——

Network will buffer one Downlink message packet,
sent to device upon wake-up

DATA / TAU

=
<
-
~
<<
=
<
o

Deep Sleep Mode

RC CONNECTED

Power

Time
Long Periodic TAU Timer (T3412)

ﬁ

PSM Activity Timer (T3324)

| A
I I

RRC_CONNECTED RRC_IDLE

EjE B H LIFE IS FOR SHARING. GSMR
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ENHANCED DRX (EDRX)

Active Features:

= cDRX

= LongPeriodic TAU

= eDRX

Power

LIFE IS FOR SHARING.

110mA 7mA 1.3 mA <4 pA

M

Paging Transmission Window (PTW)

O OO .O
SRR
<<
[
<
<
o [a]
L
[
e
% Sleep
o Mode

(4 - 16 paging events within PTW)
Time

eDRX Cycle (min 20.48 sec. - max 2.92 hours)

Important: During eDRX Sleep Mode, it is not

possible to initiate a Downlink connection to device

O .0 O O O .0 .0 O O OO
PPN NN PN
Qrb% Q(qu Q‘Z)g Q‘Z»Q Q%% Q‘UQ) Q%Q Q‘Z)Q) Q‘ZfQ’ Q‘Z}Q) Q‘Z)g -
=
<
-
<
()
Sleep Sleep Sleep
Mode Mode Mode

Long Periodic TAU Timer (T3412)

RRC_CONNECTED

hosted by

I

RRC_IDLE
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NB-IOT DEVICE COMPONENTS

Microcontroller (MCU) NB-loT OEM Communication Module
(loT Device Application, 0S) RFFE (Radio Frequency Front End)

. UICC software support

Oscillators, filters, amplifiers

NB-loT Application =
Connected Shopping Cart

Sensor(s), Actuator(s) Antenna connection
Module is steered via AT commands
Vendors: Fibocom, Foxconn, Gemalto, Murata, Neoway, Pycom, Quectel,
Ruijie, Sercomm, Sierra Wireless, SIMCom, Telit, u-blox, etc.

SIM/UICC Holder
NB-loT Chipset

NB-loT protocol stack
Baseband chipset

Frequency modulation
Vendors: Altair, GCT, HiSilicon, MediaTek, Nordic

Batteries (Saft S.A., etc.)

11T | Semiconductor, Qualcomm, Samsung, Sequans, etc.

External Interfaces Positioning Antennal(e)
(e.g. USB) (e.g. GPS)

III Em LIFE IS FOR SHARING. hosted by April 2018




CERTIFICATION HAS HALO EFFECT ACROSS VALUE CHAIN

Deutsche Telekom Certification Targets:

(loT devices entering our networks)

Few Chipsets More Modules

@ )
/. SEQUANS QUALCONVV\\ eb on &ééﬁm ﬁ

Fibccom  Ruijie

Radio Access
Interoperability

i we
L
m H,;"_',L_ON WNC  muRata § Secured
- X My 58l
[Ceam Qoltair ZNb gemallo’ gieans | for most areas
prPycom I:grd a =2
HNAT REBE

@ ‘ NORDIC Foxconn
P Benefit of

i ﬂ““.?
SEILDM g
\ { Telekom Tellt [ | I " BB
(JCertification Tk Compliant
c ftm? otm loT Devices
ertification \ /
LI-‘ | LIFE IS FOR SHARING. hosted by April 2018 23




T E L E KO M IOT D EVI C E CATALOG https://iot.telekom.com/produkte/hardware/

Product specifications and certification details shown for participating partners

DATA SHEET U-BLOX SARA-N211

Certified wireless modules WIRELESS MODULE

Always online: The certified medules from our best-of-breed partners can keep your vehicles and machinery constantly connected to the

Ultrarizw sower sarsumztian deverng 13- vears banery e, witn mcten Speach Codecz

Hone

o deer
Extendes mnge in buikiings, undergroun (WCL 164 8]

Internet of Things. We offer quality connections appropriate for any application, including 3G, LTE and innovative networking standards like

Dnertre-si uszaie sarize USAT

NarrowBand loT - or a combination of them!

Hane

Very 3mall 8582 LA form dnster for masy manuusturing

Suppon for both IP based and NonP based Small Deta over HAS (SDaNAS] -
= =
Hetwork Standalone/Assisted GHSS Hane:
3GPP Pratocol Stack Complizncy Relemse 13 ™ ‘None
GEMALTO T
BG/GPAS L EOx280x24
S ; =
QUEGTEL 4G/TE L Supponed
py=— e
- Supely Vioitage Range (VI -4z
SIERRA WIRELESS s pre

US3 2 1450 Moes)

Hone

4300 3 Seral Mader

TELIT T
U-BLOX e
NarrowBand loT: Cr—

SARA-N200 J

SARA-N210 J

SARA-N21 1 !
SIMCOM v T

EgE ® = LIFE IS FOR SHARING.

[ | I E N LIFE IS FOR SHARING. hosted by
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https://iot.telekom.com/produkte/hardware/

CLASSIFICATION OF IOT DEVICE SUPPLIERS
IN FOUR PARTNERSHIP CATEGORIES

-l I -| - Partnership Level | Estimated Sales Volume Customization Commission / Integration Service Level
Volume / Device Commitment Rebate Support Agreement

Yk Kk

New Product i
Sl e Very high v v v v v

* %k
F v
rame High y | y y y
o For strategic deals
o3
s -
< Cooperation v
3 Agreement Medium - Possible, i v v v
8 needed
[TH
Selected Devices
*
Marketi
arketing S i ) ) y }

Compatible Devices i

EjjE E ® LIFE IS FOR SHARING. GSMR
I hosted by . April 2018 25




|OT DEVICE CATALOG QUALIFICATION PROCESS .

)
éQ preveram" J

- COMPATIBLE DEVICES -

Onboarding of new suppliers follows an agile, self-certification process i

0 Download 9 Send application e Implement AP, Use badge:

oc Telekom loT document to provide test “Compatible with
L Platform API m2m-hardware- report and Telekom
i and application » support@ contract Connected Things
o. document telekom.de Management”
? 4 2 R
d
A A
1
1
1
1
° Provide account, Y o Add device to * Marketing
templates and HW partner » agreement
i test documen- database Check o @
u Check OK | 1o Check OK
. ation , b Sales
| Application Documentation .
E l Potential ,
[ High _
l. @ Next Slide
l )
|

Lean Self-certification Process
-I I- En LIFE IS FOR SHARING. e
hosted by . April 2018 26



|OT DEVICE CATALOG QUALIFICATION PROCESS

- PREFERRED DEVICES -

Certified chipsets and modules can be fast-tracked through “Preferred Devices” process

A 4

Previous Slide

LIFE IS FOR SHARING.

)
éQ preveram" J
&

<

p— 3

Compatible Devices

c
-2 c [
5] s High-volume products
=2 ©
s| 2 must enforce GSMA TS.34
o >
= | 3 Hardware ok “No Harm to Network”
§= > Verification [/
=) o I — | I
) @ : I
£ E | Secu-rl_ty&_ DM ok I
. S Verification [V No Critical :
= Issues I
I
I
v h 4
Trigger Partner * * * kK
Device Process Cooperation agreement Frame contract
Listing in device portfolio Listing as “preferred
device” in device portfolio
High sales
potential

hosted by

a

A
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GSMA TS.34 BACKGROUND: NO HARM TO NETWORK

GSMA TS.34

loT DEVICE CONNECTION
EFFICIENCY GUIDELINES (v5)

M2M SERVICE OPTIMIZATION

MSO
(ANNEX G)

NETWORK FRIENDLY MODE

NFM
(CHAPTER7)

RADIO POLICY MANAGER

RPM
(CHAPTER 8)

LIFE IS FOR SHARING.

Many loT Applications are inefficiently implemented, leading to poor communication
patterns and signaling storms, threatening operator networks and partner service platforms

A repeat of the “Smartphone Challenge” must be avoided!

Operator Policy Controller on loT Platform interacts
with OEM Module Policy Enforcement Engine to ¢/
define/adapt application communication pattern

| Module Vendor Application restricts mass-scale
i simultaneous registrations, PDP Context
I Activations, MO-SMS, re-attempts

Operator SIM-controlled feature limits signaling
events per hour:

= Max. number of chipset resets

= Max. number of PDP Activation Requests

= Max. number of PDP (De-)activation Requests

hosted by

Telekom trial with Sy
SierraWireless SIERRA

WIRELESS

(loT “future-proof”)

Implemented by most chipset
suppliers for 2G/3G/LTE

Enabled via TS.34 SIM Card
fields or AT-commands |,

Telekom
Intro for NB-loT
underway

April 2018
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CUSTOM-TAILORED IOT APPLICATIONS NEEDED

NB-loT applications must be optimized to secure or balance out your use-case needs

Example when10-year battery life is not possible:

= Medium-si tt
edium-size battery Battery Performance

= Permanently in CE-Level 2

= Sending| / load é . = How long does the business
ending 1arge payloads case need the battery to last?

= 100 messages per day

Coverage, Mobility

= Whatis the percentage of the time the NB-
loT device is in deep coverage?

= |sthere aregular re-scan due to mobility?

Traffic Profile

= How often are Uplink reports sent?
= How large is the average payload?
= Willthere be regular firmware updates?

(p)—11
e

hosted by |l April 2018
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TRAFFIC PROFILE “RULES OF THUMB”...

NB-loT offers lean, optimized communication through a “thin pipe”...
Both technology and communication patterns must be dimensioned accordingly.

EQ

]
pe
pa
-

e

loT Device Application

..upto
120 Messages
Day

@

Charging Record

Payload  [RS/MLNIY

%—
28 Bytes (IPv4) / 48 Bytes (IPv6)

500 KB Maximum
Month
QQQQMOQ
QQQQMOQ
Q@ @Q@QQ@
Q@ @QQQ@

If you exceed this, your
application is not fit for
use in NB-loT

April 2018 30



POWER SAVING FEATURES USAGE

The more often loT Applications interrupt power saving features, the less efficient they become...
Apply these features according to the specific use-case... more is not better!

Long Periodic Enhanced Power Saving | Early Release
TAU DRX Mode Assistance”

Uplink-Centric Application

= Very Regular Reporting (e.g. Smart Parking) X v/ v
Beneficial if

= Regular Reporting (e.g. Hourly Climate Report) | reporting interval X v/ v/

- . , > 186 min

= |rregular Reporting (e.g. Smart Metering) X v v

Downlink-Centric Application

= Very Regular Reporting (e.g. Access Control) X X X
Beneficial if

= Regular Reporting (e.g. Ventilation Actuator) reporting interval v/ X v/
> 186 min

= [rregular Reporting (e.g. Irrigation Actuator) v v v

*Critical feature in case other operators’ networks do not activate Connected Mode DRX
IT HE E LIFE IS FOR SHARING. hosted by April 2018 3



ADAPTIVE COMMUNICATION PROFILES

It is recommended to make the device application
adaptable, extending or reducing uplink reporting
periods based on measured coverage conditions

This extends battery life, improving business case

Example Project
(Battery lifetime depends on multiple factors not shown here)

] I E N LIFE IS FOR SHARING. hosted by

Battery Lifetime (Years)

8,00

7.00

6,00

o
=
=

E-3
=
=

3,00

2,00

1,00

0,00

100 Bytes UL-CENTRIC, PSM Timer=5sec

e il © i

Adaptive
communication
profile

A
¢ / Reporting
/" period
adapted
o
50 100 150
Uplink Reporting Period (Hours)
—8—(CE-level ) —@— CE-Level 1 ®— CE-Level 2

200

April 2018
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OPTIMIZING POWER LOSS: MCU, SENSORS, ACTUATORS

Even the average power consumption of MCU

and sensor/actuator can impact battery lifetime...

Careful selection of suppliers and optimization of

hardware design can result in a 20% efficiency
gain in good coverage

Example Project

(Battery lifetime depends on multiple factors not shown here)

*Non-IP Data Delivery, Uplink-centric

LIFE IS FOR SHARING. hosted by

Battery Lifetime (Years)

100 Bytes UL-CENTRIC, 2x per Day
25,00

20,00

o
o
(=]

=]
[}
=}

5,00

0,00
0,000 0,200 0,400 0,600 0,800 1,000

HW Power Consumption, MCU + Sensor (mW)

—e—CEEVELO —e—CELEVELI CELEVEL?

April 2018
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BATTERY SELECTION CAREFULLY MAPPED T@O USE-CASE

Battery architecture and chemistry are critical to optimize for power... S

Reliable battery suppliers can help you find the bestitting battery technology Recommendation:

Spiral constructions
deliver higher peak
current, up to a few
hundred mA

50, liquid

Solid Cathode
3.0V

Liquid Cathode

pulse Y

Specific powe § W/ kgl

Lithium - Manganese Oxide
= Upto 15-year operating life
= -40°Cto+70°C average

Lithium - Thionyl Chloride

e = Up to 20-year operating life (bobbin)
= -60°Cto +85°C average

= Excellent voltage start-up from cold 0 100 200 300 400 500 600 700 00 = High & low power applications

Specific energy (Wh/kg)

. . .
Optlmlzed for 3.0V electronics B sikatine [ Li-Mno: [ Li-so: [ Li-soct: spiral [l Li-50CL: bobkin

= Optimized for 3.6V electronics

Spiral construction used: i . Two architectures available:
= High current pulse (2Ato 12 A) Y = Bobbin: current (0.1 A-0.4 A)
High energy density = Spiral: current (2 Ato 4 A)
-T . LIFE IS FOR SHARING. hosted by porl 2018 34



AN OPTIMIZED ANTENNA DESIGN IS KEY

Antenna design is often underestimated; careful optimization is needed to secure optimal performance

Telekom is finalizing NB-loT
RF requirements & following
industry standards for RF
measurement definition

()

DESIGN TUNED TO
FREQUENCY BANDS

o |1

1)

PROPER RF DESIGN
OF PCB (MATCHING)

T ORIENTATION OF
' RADIATION PATTERN

BAND UPLINK FREQUENCY
NUMBER RANGE (MHZ)
8 880-915
20 832 - 862

DOWNLINK FREQUENCY REGION
RANGE (MHZ)
925 - 960 E-GSM: Europe, Asia
791 - 821 Europe, Middle East

LIFE IS FOR SHARING.

hosted by
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DEVICE MANAGEMENT (DM) KEEPS SOLUTIONS CURRENT

Solution layer updates are
not monolithic:

= |nterrupted updates can recover
= Avoid TCP/IP (due to overhead)

Implement best-practice DM:

= Secure transfer (DTLS or TLS)
= CRC check updates
= Verify cryptographic signature

] I E N LIFE IS FOR SHARING.

Application
Server

SRR

HHH ) loT Platform

e
( >( ) OEM FOTA I
Server
m App

CONFIG Update

Update

@

@
4 4
Device

loT Platform
Application

Managmg updates:
Not pushed without Service
Provider consent
= Devices updates throttled
= Maximum 2 yearly updates
= Leverage standardization:

OMA LwM2M, oneM2M

E2E loT

Security PN
(CLP.13)

Service Layer
Application Layer

>
=
>
=
O
<3}
c
c
o
&)

= ®mi;

NB-loT Modem API’s
(Service Layer)




TELEKOM “IOT SOLUTION GUIDELINES”

We share our knowledge up-front, in the form of “best-practice” functional requirements...

Your success is our goal !

Communication Module

= Mobile Terminal Requirements (Technical)
= Chipset/Module Certification Requirements

NB-loT Application Design Guidelines
= |nteroperability (NB-loT features)
= Power Consumption Optimization

= Special Consideration

LIFE IS FOR SHARING.

hosted by

loT SOLUTION GUIDELINES

CHAPTER 1: COMMUNICATION MODULE

CHAPTER 2: NO HARM TO NETWORK
2.1: COMMUNICATION EFFICIENCY

2.2: 3GPP REJECT SCENARIOS

2.4: RADIO POLICY MANAGER (RPM)

CHAPTER 3: LPWA SOLUTION PRINCIPLES

CHAPTER 4: loT SECURITY

April 2018
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TELEKOM “IOT SOLUTION GUIDELINES”

We share our knowledge up-front, in the form of “best-practice” functional requirements...

Your success is our goal !

LIFE IS FOR SHARING.

GSMATS.34-loT Connection Efficiency

Guidelines

= Reviewed by Telekom core network experts vs
Telekom “lessons learned”

= Extended with Telekom-critical use cases

GSMA CLP.11 / CLP.13-loT Security Guidelines
= Reviewed by Telekom Device Security experts
= Added Telekom Embedded Security Requirements

hosted by

loT SOLUTION GUIDELINES

CHAPTER 1: COMMUNICATION MODULE

CHAPTER 2: NO HARM TO NETWORK
2.1: COMMUNICATION EFFICIENCY

2.2: 3GPP REJECT SCENARIOS

2.4: RADIO POLICY MANAGER (RPM)

CHAPTER 3: LPWA SOLUTION PRINCIPLES

CHAPTER 4: loT SECURITY

April 2018
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PART 02: DEPLOYING NB-IOT SOLUTIONS

Connecting to the Cloud

Protocol Aspects

Real World Examples




EDUCATED: ENVIRONMENT OF STANDARDS

YOUR OWN

()

- CONNECTOR CLOUD
= g ees O
—F B
NB-10OT
TELEKOM
000006 6é MQTT-SN (ceee © MQTT / REST
over UDP over TCP/IP CLOUD OF THINGS

] I [ I I LIFE IS FOR SHARING. April 2018 40



NB-IOT CONNECTOR COMPONENTS

- ‘
i ismc “MatT” TELEKOM
;;;;;;;; o CLOUDS CLOUD OF THINGS
MQTT over
TCP/IP
with TLS REST
MQTT' PLUGIN over TCP/IP
SN-GATEWAY S MECHANISM
MQTT-SN MQTT MQTT
over UDP “ over TCP/IP over TCP/IP TRUSTED
TELEKOM
ENVIRONMENT

EjjE E ® LIFE IS FOR SHARING. GSMR
I hosted by . April 2018 41



EXAMPLE PROTOCOL COMPARISONS

UDP Protocol

= Connectionless (no handshake)

= |ightweight transport layer design
= UDP/IP can be removed with NIDD

60

T~

LIFE IS FOR SHARING.

20

‘ CoAP Protocol
= | ess complex
= Designed for resource-limited apps

L Payload

200

34

Payload
I

20 20
\.
8
20| IPv4 20 IPv4 201 IPv4 20

HTTP Protocol
= Synchronous communication
= More overhead & complexity

R

|/

TCP

IPv4

PUBLISH/SUBSCRIBE
BASED

REST-
BASED

Payload
TCP Protocol
= Connection-oriented
= Heavyweight
= Several packets necessary for handshake

April 2018
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REALRM ORLD EXAMPI

£ gt S = e
~=b i, L : :
i \'\:V\\—‘. R —F -
L — e -
¢ ™~ Smart Parking o 8
.:____,, S ENE N IEl ~ Finding the next vacant parking N
\-\ spot e
b =Nl N /= > _ lighting. =
— \.// , S g // 7 ] o2
~— . " P Y - Construction Equipment

Monitoring
Localization and maintenance
__of machines

Smart Waste Management 23|
Emptying-of-containers based <
on their fill level

Smart Buildings
Access control, monitoring and
alarm systems

—

..'—-ﬁ o

Smart Metering
Automatic remote reading of
utility meters

Asset-Fracking
Reliable locating of objects

April 2018 43



PARK & JOY Ce@e

SENSIT IR Flush Sensor
Nedap

EjE ® ® LIFE IS FOR SHARING. hosted by | April 2018 44



|OT SERVICE BUTTON

Z Fraunhofer
IML

SERVICE
PROVIDER

V Low energy consumption
V Deep indoor penetration

V High security

V Low cost

V Low data volumes

O
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THANK YOU



