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Microchip Studio - instalacija

 https://www.microchip.com/en-us/development-tools-tools-and-
software/microchip-studio-for-avr-and-sam-devices

* Prilikom instalacije neophodno je instalirati alate za rad sa ATSAM
familijom mikrokontrolera

« C @ https//www.microchip.com/en-us/development-tools-tools-and-software/microchip-studio-for-avr-and-sam-devices 4 (EI & O » o H



https://www.microchip.com/en-us/development-tools-tools-and-software/microchip-studio-for-avr-and-sam-devices
https://www.microchip.com/en-us/development-tools-tools-and-software/microchip-studio-for-avr-and-sam-devices

SAM-BA instalacija

 SAM-BA v2.18 je pomocna aplikacija koja ce biti koris¢ena za
programiranje mikrokontrolera ATSAML21J18B
* Instalacija:

https://ww1.microchip.com/downloads/en/DeviceDoc/SAM-
BA%20v2.18%20for%20Windows.exe



https://ww1.microchip.com/downloads/en/DeviceDoc/SAM-BA%20v2.18%20for%20Windows.exe
https://ww1.microchip.com/downloads/en/DeviceDoc/SAM-BA%20v2.18%20for%20Windows.exe

Pokretanje bootloader-a i aplikacije

* Pritiskom RST tastera na ploci, uredaj se

prebacuje u jedan od dva moguca rezima:

* Ukoliko je u trenutku pritiska RST prethodno
bio pritisnut i drugi taster (PRG), uredaj se
prebacuje u bootoladerski rezim i ceka na
prijem programskog koda od strane SAM-BA
aplikacije

* Ukoliko je pritisnut samo RST taster, a PRG je
u tom trenutku bio pusten, uredaj ce
startovati korisnicku aplikaciju

\
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FTN-VIP ploca: Hardver

Senzori:
 Temperatura + vlaznost vazduha
* Temperatura + vazdusni pritisak

Quectel BC68 * Intenzitet svetla
NB-loT modul * 3-osniakcelerometar  mikroBUS konektor
ﬁ ﬁ r za dodatne

senzore/aktuatore

I G
wwwww
3

Napajanje:
USB/baterija
+ kolo za punjenje
baterije

Kripto Cip = Sigurna memorija za kljuceve + TRNG +
Kolo za Eksterna kriptografski ko-procesor (ECC, AES, SHA)

merenje struje FLASH . ARM Cortex MO+ MCU @16MHz
MEmorija «  256KB FLASH programske memorije
* 32KB SRAM-a



Tehnicka dokumentacija

e Mikrokontroler ATSAML21J18B
https://www.microchip.com/wwwproducts/en/ATSAML21J18B

e Quectel BC68 set AT komandi

http://www.elektronika.ftn.uns.ac.rs/umrezeni-embeded-sistemi/wp-
content/uploads/sites/176/2018/03/Quectel BCI5-
GBC68 AT Commands Manual V1.5.pdf

 Sema uredaja
http://www.elektronika.ftn.uns.ac.rs/umrezeni-embeded-sistemi/wp-
content/uploads/sites/176/2018/03/vip-ftn-bc68-nbiot.pdf

* GitHub repozitorijum aplikacije
https://github.com/milukic/UES NB-loT.git



https://www.microchip.com/wwwproducts/en/ATSAML21J18B
http://www.elektronika.ftn.uns.ac.rs/umrezeni-embeded-sistemi/wp-content/uploads/sites/176/2018/03/Quectel_BC95-GBC68_AT_Commands_Manual_V1.5.pdf
http://www.elektronika.ftn.uns.ac.rs/umrezeni-embeded-sistemi/wp-content/uploads/sites/176/2018/03/Quectel_BC95-GBC68_AT_Commands_Manual_V1.5.pdf
http://www.elektronika.ftn.uns.ac.rs/umrezeni-embeded-sistemi/wp-content/uploads/sites/176/2018/03/Quectel_BC95-GBC68_AT_Commands_Manual_V1.5.pdf
http://www.elektronika.ftn.uns.ac.rs/umrezeni-embeded-sistemi/wp-content/uploads/sites/176/2018/03/vip-ftn-bc68-nbiot.pdf
http://www.elektronika.ftn.uns.ac.rs/umrezeni-embeded-sistemi/wp-content/uploads/sites/176/2018/03/vip-ftn-bc68-nbiot.pdf
https://github.com/milukic/UES_NB-IoT.git

PodeSavanje okruzenja za rad sa SAM-BA

* U okruzenju Microchip Studio izabrati Bxtemal Tool :
opciju Tools -> External Tools -> Add
SAM-BA COM14 Add
* U polju Title staviti naziv SAM-BA -
COMxx, gde je xx oznaka COM porta i
* U polju Command zadati putanju do oLl
SAM-BA aplikacije (npr. C:\Program Move Doun
Files (x86)\Atmel\sam-ba_2.18\sam- Tite:
ba exe ) Comman d: C:\Program Files (x86)\Atmel\sam-ba_2.18\sar|
PY U pOIJe Arguments up|sat| Arguments: \USBseria\COM14 “saml21_xplained_pro[not i
\USBserial\COMxx e
"saml21 xplained _pro[not factory Use Qutput window promp forargurments
programm ed] " Treat output as Unicode Close on exit
oK Cancel Apply




Prevodenje aplikacije

* Po otvaranju aplikacije
(ftn_vip_app.atsln), razvoj koda se vrsi
iz okruzenja Microchip Studio IDE (ili
Atmel Studio, kao starijoj verziji)

* Nakon unosenja izmena u kodu,
kreiranje izvrsne verzije koda vrsi se
pomocu opcije Build -> Build
Solution, ili pritiskom tastera F7

* Nakon sto je kompajliranje i linkovanje
uspesno izvrseno unutar foldera
ftn_vip_apvp/Debug nalazice se nova
verzija izvrsnog koda u datoteci
ftn_vip_app.bin

 Slededi korak je prebacivanje ploce u
rezim bootloadera i pokretanje
aplikacije za programiranje (Tools ->
SAM-BA COMxx%

E] ftn_vip_app - AtmelStudio
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roject  Bui ebu
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in Mo
nt main(void)

/* Initializes MCU, drivers and middleware */

n
atmel_start_init();
debugUARTdriverInit();
usbUARTinit();

timer_1ms_init();
setLEDfreq(FREQ_SHZ) ;
enableLED();

char str[64];
sprintf(str, "---
ustARTputStr‘ing(str);l
setLEDfreq(FREQ_1HZ);
enableLED();

FTN-VIP NB-IoT ---\r\n");

//init sensors
SHTC3_begin();
bmp288_init();
BH1750FVI_begin();

LIS2DE12_init();
p

bk o




Upis aplikacije u FLASH memoriju
mikrokontrolera

* Pokretanjem aplikacije SAM-BA v2.18, omogucen je upis
programskog koda u flash memoriju kontrolera
ATSAML21)18B

* U okviru datoteke boot.tcl smestene u glavni folder
aplikacije ftn_vip_app, potrebno je podesiti putanju do
izvrSne verzije koda, npr:

FLASH::Init
FLASH: : ScriptGPNMV
send file {Flash} "C:/ftn vip app/ftn vip app/Debug/ftn vip app.bin" 0x06000

* Pokrenuti opciju Script File -> Execute Script File

* |zabrati skriptu boot.tcl smestenu u glavni folder aplikacije
ftn_vip_app

* Nakon spustanja koda, aplikacija se pokrece pritiskom
tastera RST

F SAM-BA 2.18 - saml21_xplained_pro[not factory programmed] — O X

File  ScriptFile Help

saml21_xplained_pro Memory Display

Start Address :|0x20000000 Ty || e ,M
infos

Size in byte(s) :[0x100 © ascii © 8-bit © 16-bit * 32-bit

0x20000000 0x00000141 0x00000115 0x0000037D 0x00000129 ~
0x20000010 0x00000000 0x00000541 0x00000355 0x00000125
020000020 0x00000129 0x00000345 0x20000080 0x20000034
0x20000030 0x20000094 0x2000003C 0x200000A0 0x00430209
0x20000040 0xC0000102 0x00040932 0x02020100 0x24050001
0x20000050 0x04011000 0x05020224 0x01000624 0x03012405
0x20000060 0x83050701 0x10004003 0x00010409 0x00000A02
020000070 0x81050700 0x00004002 0x02020507 0x00000040

020000080 0x02010112 0x40000002 O0Ox6l2403EB 0x02010100 v
< >
Flash

Download / Upload File
Send File Name : @&| Send File
Receive File Name : 2| Receive File
Address : 0x00000 Size (For Receive File) : 0x1000 byte(s) sent file with
Scripts
Erase application area j Execute
I WITGNG: UXLUU DYLES at UXCOUU (DUTTer aaar ; UXZUUUZ90T) Y
-1- 0x100 bytes written by applet
-I- Writing: 0x100 bytes at 0xC700 (buffer addr : 0x200029DC)
-I- 0x100 bytes written by applet
-I- Writing: 0x100 bytes at 0xC800 (buffer addr : 0x200029DC)
-I- 0x100 bytes written by applet
-1- Writing: 0x8 bytes at 0xC900 (buffer addr : 0x200029DC)
I- 0x8 bytes written by applet

(

ftn_vip_app) 1 %
\USBseriah\COM16 Board : saml21_xplained_pro[not factory programmed]




Eho server (UDP)

» Serverska skripta osluskuje dolazni UDP
port i za svaki primljeni paket u
tekstualnom formatu vraca

kapitalizovanu verziju teksta (samo sa from socket import *
velikim slovima) import time
 Skriptu je neophodno snimiti na server u port = 50061 rot (AP TNET. S0CK DGRAL)
serverSocket = socke ,
datoteku Udp_EChO.py serverSocket.bind(('', port)) N
o Pre pOkretanja Skripte potrebno je U print ('Echo server is ready to receive (port ' + str(port) + '")\n')
kodu podesiti port na vrednost 50000 + msgCnt = 1
serijski broj plocice, ispisan na nalepnici Mg
Sda ()nJe strane messageln, clientAddress = serverSocket.recvfrom(4096)
. ts = time.localtime ()
PRIMER' print ('\033[0;34;40mEcho server (' + str(port) + ') Msg#', str(msgCnt))
print(time.strftime('%Y-%m-%d %H:%M:%S\033[0;37;40m"', ts))
VIP-FTN NB-loT g]f;;‘@ printg' Rx: ', messageln) o)
SN: 000061 :i . - print (' Tx: ', messageln.upper
'T“c‘f::immo‘mz’% ".b:.j: port=50061 serverSocket.sendto (messageIn.upper (), clientAddress)

msgCnt += 1
except:

* Pokretanje servera: print ('ERROR in Echo UDP')

S python3 udp_echo.py

* Server se zaustavlja kombinacijom
tastera ctrl-z, nakon Cega je potrebno
izvrSiti komandu:

S pkill -9 -f udp_echo.py



Eho server (TCP)

import socket

HOST n # Symbolic name meaning all available interfaces
PORT 50061 # Arbitrary non-privileged port
NUM OF CLIENTS = 1

tcpSocket = socket.socket(socket.AF INET, socket.SOCK STREAM)
tcpSocket.bind ((HOST, PORT))
tcpSocket.listen (NUM OF CLIENTS)

print ('Echo server is ready to receive (port ' + str(PORT) + ')\n')

msgCnt = 1
while True:
try:
conn, addr = tcpSocket.accept()
print ('Connected by', addr)
while True:

data in = conn.recv(1024)
if not data in:

break
data out = data in.upper()
print (' Rx: ', data in)
print (' Tx: ', data out)

conn.sendall (data out)
except:
conn.close()
print ('ERROR in Echo TCP')



Packet Sender — pomocni alat za slanje paketa

* https://github.com/dannagle/Pa
cketSender/releases/download/
v7.2.3/PacketSenderPortable v7

2.3.zip

P UES studenttlp - teste01@199.247.17.15...  — O X

test.e@1@UES_server:~$ python3 udp_echo.py
Echo server is ready to receive (port 50000)

Rx: b'Hello world!'
Tx: b'HELLO WORLD!"

& Packet Sender - IPs; 192.168.0.40, fe80::5c76:8e76:2c3e:2c7%wireless 32768 — O K

File Tools Multicast Help

Name |Packet Name

ASCII |Hello world! Q|

HEX |48 65 6¢ 6¢ 6f 20 77 6f 72 6c 64 21 @ | LoadFile

Address |199.247.17.15 €3 | Port |50000 €3 |Resend Delay |0.0/blan...|| 1% UDP ~ Send Save
—

Delete Saved Packet [ | Persistent TCP

|Search Saved Packets... |

Send Name Resend To Address To Port  Method R
14 # Send  Telnet RPG 0 avalon-rpg.com 23 TCP
15 = Send UDP Broadcast 0 255.255.255.255 5000 UDP Hello, broadcas
1A ts Cand 1IND IMhA Lrnmalhact svvncmeas (N 127NN =y aTalal 1Imn MTINACTY (D ANIDY N

>

Clear Log (2) Log Traffic Save Log

£

Save Traffic Packet Copy to Clipboard

Time FromIP From Port  To Address ToPort Method Error ASCII
23:20:54.950 199.24... 50000 You 55625 UDP HELLO WORLD! 48 454C 4C 4
¥ 23:20:54.849 You 55625 199.247.17.15 50000 UDP Hello world! 48 65 6¢ bc 6f
< >
UDP:55625 | = TCP:62845 | =« 55L:62846 IPv4 Mode



https://github.com/dannagle/PacketSender/releases/download/v7.2.3/PacketSenderPortable_v7.2.3.zip
https://github.com/dannagle/PacketSender/releases/download/v7.2.3/PacketSenderPortable_v7.2.3.zip
https://github.com/dannagle/PacketSender/releases/download/v7.2.3/PacketSenderPortable_v7.2.3.zip
https://github.com/dannagle/PacketSender/releases/download/v7.2.3/PacketSenderPortable_v7.2.3.zip

PRIMER:

by

by

by

Primer: Upis sadrzaja
UDP paketa u bazu

* U ovom primeru, sadrzaj UDP paketa
(oCitavanja senzora u JSON formatu)
upisuje se u bazu podataka, u
postojecu tabelu merenja

30.8

1004.56

34.83

33

4 Packet Sender - IPs: 192.168.0.40, fe80::5¢76:8e76:2c3e:2c7%wireless 32768 — O X

File Tools Multicast Help

Name |UES server

ASCIT [{"temp":{"value":30.8},"pres":{"value":1004.56},"hum":{"value":34.83},"lum":{"value":33} } o |
HEX t 7565223a33342e38337d2c226c756d223a7b2276616c7565223a33337d7d o ‘ Load File
Address [199.247.17.15 € | Port [50061 €3 | Resend Delay :

= UDP ~ Send Save

Search Saved Packets... ‘ Delete Saved Packet [_| Persistent TCP

Send Name Resend To Address To Port  Method (N
20 % Send  UES server 0 199.247.17.15 50061 UDP {"temp"{"value"
L4 >
Clear Log (2) Log Traffic Save Log Save Traffic Packet Copy to Clipboard
Ti;'|/19 FromIP  From Port  To Address ToPort Method Error
10:23:38.339 199.24... 50061 You 50295 UDP OK!

10:23:38.223 You 50295 199.247.17.15 50061 UDP {"temp™{"value":30.8},"pres":{"va

< >

UDP:50295 = TCP:60933 =% S5L:60934 | IPv4 Mode

test.e@l@UES_server:~$% python3 udp_senzor.py
UDP server (port 50061)

Temperatura: 30.8 °C
Pritisak: 10@4.56 mBar
Vlaznost vazduha: 34.83 %
Osvetljenost: 33 lux

« Showing rows 0 - 3 (4 total, Query took 0.0003 seconds.)

SELECT * FROM “merenja®

(O Profiling [ Edit inline ] [ Edit ] [ Explain SQL ]

O Show all Number of rows: | 25 v Filter rows: | Search this table Sortby key: | None v
+ Options
— T — ¥ br_merenja vreme tip_senzora vrednost
O ¢ Edit 3¢ Copy @ Delete 1 2021-06-09 08:14:33 temperatura 30.8
g & Edit 3¢ Copy @ Delete 2 2021-06-09 08:14:33 pritisak 1004.56
a ¢ Edit 3¢ Copy @ Delete 3 2021-06-09 08:14:33 vlaznost 34.83

O ¢ Edit 3 Copy @ Delete 4 2021-06-09 08:14:33 osvetlienost 33




from socket import *
import time

import mysqgl.connector
import json

mydb = mysqgl.connector.connect (
host = "localhost",
user = "test.eO01l",

password = "...",
database = "db test e01"

port = 50061

serverSocket = socket (AF INET, SOCK_ DGRAM)
serverSocket.bind(('', port))

print ('UDP server (port ' + str(port) + ')\n'")

msgCnt = 1
while True:

try:
messageln, clientAddress = serverSocket.recvfrom(4096)
ts = time.localtime ()
print ('\033[0;34;40mUDP server (' 4+ str(port) + ') Poruka#', str(msgCnt))

print(time.strftime('*Y-%m-%d $H:%M:%S\033[0;37;40m', ts))

data = json.loads(messageln.decode ("utf-8"))

print (" Temperatura: ", data["temp"]["value"], "\uO0bOC™)
print (" Pritisak: ", data["pres"]["value"], "mBar")
print (" Vlaznost vazduha:", data["hum"]["value"], "%")

print (" Osvetljenost: ", data["lum"]["value"], "lux")

mycursor = mydb.cursor ()

mycursor.execute ("INSERT INTO merenja (tip senzora, vrednost) VALUES ('temperatura'," + str(data["temp"]["value"]l) + ")")
mycursor.execute ("INSERT INTO merenja (tip senzora, vrednost) VALUES ('pritisak'," + str(data["pres"]["value"]) + ")")
mycursor.execute ("INSERT INTO merenja (tip senzora, vrednost) VALUES ('vlaznost'," 4+ str(data["hum"]["value"]) + ")")
mycursor.execute ("INSERT INTO merenja (tip senzora, vrednost) VALUES ('osvetljenost'," 4 str(data["lum"]["value"]l) + ")")

mydb.commit ()
serverSocket.sendto (bytearray ("OK!", "utf-8"), clientAddress)
msgCnt += 1

except:
print('Greskal!!!")



Source kodovi

 Serverske skripte (Python):
https://github.com/milukic/UES Python.git
 FW za FTN-VIP plocu:
https://github.com/milukic/UES NB-loT.git



https://github.com/milukic/UES_Python.git
https://github.com/milukic/UES_NB-IoT.git

/adaci za vezbu

* Modifikovati FW za VIP-FTN plocu tako da na pritisak tastera salje
oCitavanja senzora

* Kreirati web stranicu koja graficki prikazuje pristigle rezultate
oCitavanja senzora

* Nesto tezi zadatak: Na web serveru napraviti u HTML-u jednostavnu
“Hello world” stranicu. Zatim u FW za VIP-FTN plocCu preuzeti sadrzaj
web stranice. U tu svrhu, potrebno je realizovati aplikativni sloj HTTP
protokola, koji koristi TCP konekciju na portu 80.
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